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Undcrstanding the French criminal justice system has long been of interest to common-law
commentators in the U.S. sccking to reform their own systems and improve international lcgal
coopcration.2 Traditionally, such cooperation was based on two types of requests: investigation
requests and extradition rcqucsts.3 In an incrcasingly interconnected world, where communications
can happen anywhere and at any time, law enforcement agencies may need access to evidence stored
overseas. To hclp national law enforcement agencices work togcthcr more cffcctivcly, a largc number of
Mutual Legal Assistance Treaties ("MLATSs”) have been signed from 1970 onwards.* Since 2000, new
cooperation mechanisms have flourished, particularly those created in order to seize criminal assets
and funds.” Mutual Legal Assistance (‘MLA”) regimes, however, have not been updated to deal with
the rise in the number of international requests for access to data for criminal invcstigations.6 The
current process for cross-border data sharing is slow and cumbersome.

MLA issues have become the subjcct of greater academic and po]icy scrutiny since the rise of
cross-border data requests caused by greater electronic communications across borders. In recent
years, a growing number of works and projects aiming to reform the MLA regimes have cmcrgcd.
These reforms impact not only the cfﬁ'cicncy of the criminal system but also individual freedom and

liberty. 7
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In the absence of a clear undcrstanding of the lcgal framework governing criminal investigation
systems in different countries, an effective reform of MLA regimes appears unlikcly. This article aims
to answer this need in three ways. First, it outlines and summarises the basic structures of the French
criminal system and the standards rcquircd under French law to obtain evidence during a criminal
investigation. Secondly, it focuses on cross-border evidence exchange between France and the US. to
demonstrate how the current MLA regime is failing the needs of time-sensitive investigations. The
lack of resources dedicated to U.S. processing of MLA requests may explain the low number of
requests currcntly cxchangcd between France and the U.S. Finally, this article providcs suggestions for
future research that will contribute to coherent MLA reform.

In short, this article providcs a dcscription of the current French criminal process and cxplains
the steps rcquircd for French investigating authorities to access evidence located in the U.S. The article
secks to advance the mind set adoptcd when considcring these issues, and serve as a foundational
document for a largcr rescarch project informing MLAT reform while taking into account the
protection of individuals’ rights including privacy and data protection.

I. THEMAIN CHARACTERISTICS OF THE FRENCH CRIMINAL SYSTEM

It is commonly assumed that French law enforcement authorities are less restrained than their
American counterparts in the gathcring and use of criminal evidence.® This assumption may be
cxplaincd by the differences in the ways the French and U.S. systems frame protections during the
investigative process. In the French criminal system, most evidence considered in an investigation is
available to be used in the criminal prosecution. The protections are inherent in the process because
the trial judge makes an independent reviews of evidence. The U.S. system reviews evidence to ensure
rights are protcctcd at the prosecution phasc, with the possibility that evidence used in the
investigation will not be allowed in the prosecution. The French criminal system adopts an organic
protection (z’,e, protection intended to be providcd through an organ, rcprcscntcd here by the
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magistrature—thus, the constraint is the person who has to ask for the evidence), while the U.S. adopts
protections that restrict the use of evidence in the prosecution of a criminal case.”

A review of the French criminal system will providc a better undcrstanding of the extent to
which investigative authorities have broader powers than their American counterparts and the existing
safcguards dcsigncd to protect individuals’ rights during the criminal investigation process.

The French criminal justice system features a clear separation between prosecutorial,
investigative and adjudicative functions." The French magistrature (judiciary) has two branches: onc is
the standing judiciary and the other is the sitting judiciary. The standing judiciary represents
prosccutorial functions and consists of a public prosecutor (ministére public or procurenr de la
République)." Public prosecutors are hicrarchically subordinate to the minister of justice and the
exccutive.” The other branch of the judiciary is the sitting judiciary, which is composcd of the
investigating magistrate (juge dinstruction) and the trial judge (magistrar), who represent the
investigative and adjudicativc functions rcspcctivcly. The sitting judiciary is indcpcndcnt and is “non-
movable”—once appointed, the sitting judiciary holds office until the age of mandatory retirement and
may not be fired, suspcndcd, transferred to a different court, or even promotcd against its wishes.”* As
noted by Hodgson, “[t]he separation of these three functions acts as a series of checks, a guarantee
ensuring the protection of the rights of the accused and the careful scrutiny of the dossier of evidence
atcach stage of the case.”™

Alongsidc these functions, it is also important to mention policc authorities. These are
represented by the Officers of the Judicial Police (the officiers de police judiciaire) (“the OJP”) who play a
kcy role during criminal inquests and investigations. As opposcd to the U.S., where investigating
powers are excrcised by the prosecutor or the investigating judge, the police officers are gathering the
evidence under their directions or according to the rogatory commission.” The OJP are responsible
for rccording criminal offenses, rccciving complaints from victims, summoning witnesses, intcrvicwing
suspects and gathering evidence.'

An analysis of the phascs of the French criminal process will providc an overview of the roles that
these actors p]ay in the gathcring of evidence.
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II. PHASES OF FRENCH CRIMINALPROCESS

The French criminal process follows three main phascs, corrcsponding to the three functions outlined
above: prosccutoria], investigative and adjudicativc. First, there is the prosecution phasc conducted by
the prosccutor, which can be followed by an investigation phasc directed by the investigating
magistrate, and ﬁnally the trial phasc run by the trial judgc. The scope of this chaptcr limits our
discussion to the first two parts of the French criminal process and will not analysc the trial phasc. The
present study analyscs the process for the gathcring of evidence during prcliminary inquests conducted
by the prosecutor and formal invcstigations conducted by the invcstigativc magistratc, cspccial]y
focusing on the existing safcguards protecting privacy and data protection under the French criminal
system.

The French criminal process thus determines the tools that the investigating authorities can use
and under which conditions thcy can be used. The more serious the offense, the more investigating
authorities will be allowed to use tools that intrude upon the freedoms of the individual.

A.THE PRELIMINARY PHASE

The prosecution phasc bcgins when an offense is committed and the case is transferred to the public
prosccutor. The Code of Criminal Procedure provides that the Judicial Police are “responsible for
rccording crime, gathcring evidence and sccking out those who have committed offenses.”” The
Police must inform the prosecutor without delay' of any criminal wrongdoing or offenses in flagrante
delicto. As in the U.S., criminal offences are classified hierarchically. First, the most serious offenses are
crimes (such as murder); then délits (such as assault or burglary) and finally conmraventions. The
classification of the offense determines the competent of the Penal Court” According to Professor
Jean Pradel, 15% of the investigations are initiated by the OJP and 85% arc opened after an
intervention of a victim or a third party.m

The public prosecutors represent the public interest™ in search of the truth. In the context of this
mission, thcy need to gathcr evidence®™ in order to determine appropriate actions.”? To do so, thcy
“direct the activity of the police ... and supervises the detention of suspects in police custody.”*
Prcliminary inquest rules leave the prosecutor and the OJP with broad powers to gathcr evidence.
There are many different powers: some can be exercised dircctly by the OJP, others have to be
authorised by the prosecutor and others have to be authorised both by the prosecutor and the Juge des
libertés et de la Détention (one of the sitting judiciary, who is a guarantor of individual freedom).”
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Hodgson identified that during this phasc “the law permits, and indeed anticipates that the vast
majority of cases will be investigated by the police under the supervision of the [pirosccutor].”26

The prosecutor is grantcd awide range of discretion, or freedom, over initial charging decisions
according to the principic of prosccutoriai discretion”” Prosecutors have three options. Thcy can
cither: (a) decide to drop all charges, (b) decide to proceed with an alternative procedure, or (¢) decide
to prosecute.” This decision is made for the protection of the general interests of socicty. Most
relevant to this study is when the prosecutor decides to prosecute.

B. THEINVESTIGATION PHASE CONDUCTED BY THE INVESTIGATING MAGISTRATE

When the investigation magistrate decides to open an investigation, a new set of rules governs their
powers. lnvcstigating magistrates oversee the most serious and compicx offences.” Their role is to
gathcr all the information that may incriminate or exonerate a person accused of an offence® Their
mission is to accomplish all the acts “necessary to establish the truth.”" Unlike in the US.” the
investigating magistrate represents both the prosecution and the defence, using a singic method of
obrtaining evidence.”

In principic, to pcrform their mission, invcstigating magistratcs are givcn extensive powers. Thcy
have both adjudicative™ and investigative powers.” Some of their powers can only be exercised
pcrsonaiiy (inciuding the decision to chargc someone and to conduct cvidcntiary hcarings, interviews
and confrontations), while others can be delegated with a rogatory commission (commission
rogatoire)—thc act by which the investigating magistrates dcicgatcs her powers to another magistrate
orjudiciai poiicc officer in order to make them procccd for her to one or more acts ofinvcstigation.%
Investigating magistrates also have coercive powers, including the power to issue warrants (rescarch,
summons to appear, arrest or mandat damener, a warrant to have a suspect brought before an
investigating magistrate).” In France, on the few occasions a “warrant” is required, a rogatory
commission is issued. It does not need to be “based on any particular level of suspicion or specify the
place to be scarched or item to be seized.™ Indeed, there is no general requirement of “probable cause”
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to conduct a search or request evidence from a third p;urty3 ’ under French law.® This system is very
different from the U.S. system, where the Fourth Amendment of the U.S. Constitution requires a
showing of “probable cause” for the issuance of a search warrant.” This Amendment was adopted to
fight abuses associated with general warrants,” necessarily exceeding a proper balance of individual
rights and public necessity.” In the U.S., as defined by The Law Dictionary, probable cause to search
for, or request, evidence “requires that an officer is possessed of sufficient facts and circumstances as
would lead a reasonable person to believe that evidence or contraband relating to criminal activity will
be found in the location to be searched.™ The safeguards in place to protect civil liberties during the
criminal process in these countries are thus of a different nature. Privacy protections are insured mainly
by the person requesting the evidence in France and by the scope and extent of the requestin the US.
During the gathcring of evidence, the investigating magistrate might realise that thcy need
evidence thatis located in a forcign jurisdiction. Because of the double principlcs of‘indcpcndcncy and
sovereignty, law enforcement authorities cannot, in princip]c, pcrform any executive jurisdiction
outside their own tcrritory.45 The location of the evidence, however should not, in principlc, be an
obstacle for the successful conduct of the investigation. MLATSs have been developed in order to

facilitate international criminal cooperation and assistance.

1L INTERNATIONAL CRIMINAL COOPERATION AND ASSISTANCE:
MLA REQUESTS

The collection of evidence in electronic form is often a very time-sensitive issue and is likcly to impact
the privacy of individuals.” Since electronic data can be located anywhere, and may often be located in
a forcign jurisdiction, competent national authorities need to use tools available for international
cooperation, such as formally requesting mutual legal assistance.” France and the U.S. signed an
MLAT in Paris on 10 December 1998, which entered into force on 1 December 2001.

The MLA process involves many players in multiple phases. On average, this process takes
approximatc]y ten months to be complctc for valid and execute an MLA rcqucst.49 The existing MLA

regimes are often described as being “too slow and cumbersome to meet the time constraints” of an
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investigation.” Indeed, as described by Joutsen, “often, requests are not answered; the response comes
too late, or comes in a form that cannot be used in the courts of the requesting state.”' Because of the
broad French rule allowing evidence to be brought by all means,” the use of evidence obtained
through an MLA proccdurc seems less problcmatic in France than in other countries.”?

In addition, in the sphcrc of bilateral coopcration in criminal law, an impcrfcct undcrstanding of
another country’s lcgal system may discouragc international rcqucsts.54 This time consuming process
can also impact the conservation ofdigital evidence. The issue of conservation of data is well known in
the sphere of data protection. Privacy advocates often lobby for the deletion of data after a certain
amount of time. The time taken to process MLA requests might be so long that some of the data that
would be useful to law enforcement authorities might aircady be deleted or even lost.

A.MLAT INPRACTICE: THE EXISTING STANDARDS AND REQUIREMENTS

When investigating authorities in France—representing cither the public prosecutor and the OJP
during the prcliminary inquest or the investigating magistrate during a formal invcstigation—rcalisc
that thcy need evidence located in a forcign jurisdiction, thcy are rcquircd to follow a series of steps.
This section providcs a dcscription of these steps and the standards rcquircd to obtain evidence under
these circumstances.

First, the invcstigating authorities must determine which treaty or treaties (if any) apply to their
request. For example, the European Convention on Mutual Assistance in Criminal Matters of 20
April 1959 (ratified by France and published with the Decree of 23 July 1967) has been one of the
cornerstone texts for Europc. If there is no treaty applying to the request, the rules rcgulating the
request on the French side are based on the gcncral rules of law, which is the app]ication of Title 10 of
the French Code of Criminal Procedure. In most cases, thcy will have to write an “international
rogatory commission,” or an MLA request (when there is an MLAT between the two countries). An
international rogatory commission is gcncrally defined as a formal request froma competent national
authority to a foreign competent authority to perform, in its place, one or more specified actions.”
Under French law, an international rogatory commission requires no formal conditions other than the
ones that apply to a domestic rogatory commission and the ones imposcd by the Trcaty applying to
the request. It is relevant to note that, in France, cooperation requests are from the prosecutor, as a

coopcration request from the policc is not considered an “international rogatory commission.””’
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French government guidc]incsSx on international mutual lcgal assistance recommend the use of a
general formula at the end of the international rogatory commission such as: “take all necessary actions
to enforce the punishmcnt of the offenses referred to in the rcqucst.”59 However, such a gcncra]
formula sent to the U.S. could not be enforced due to the strict requirements of U.S. scarch and
scizure laws.® Requests made under an MLAT are executed pursuant to the terms of the treaty and
the general rule of law*" Thus, any MLA request must be consistent with U.S. First Amendment
speech protections and U.S. Fourth Amendment search and scizure protections. In addition, under
the Electronic Communications Privacy Act®? providers in the U.S. cannot directy turn over
evidence to a forcign government official® Narrow tailoring of requests for communications
information is essential to protecting individuals’ fundamental rights to freedom of expression and
privacy while permitting Jlawful criminal invcstigations.“

The Snowden revelations led to widcsprcad international distrust of the security of pcrsonal data
that enters the U.S.® Many Europcans think that the standards to obtain evidence in the U.S. are much
lower than those existing in Europc.é6 For the EU, this concern culminated in the Schrems decision of
the European Court of Justice (“the CJEU”),” which held that the EU-U.S. Safe Harbour agreement
was no longcr a lawful basis for scnding pcrsonal data from the EU to the U.S. It must be remembered,
however, that the Snowden revelations mainly dealt with access to evidence by intelligence agencies
and not law enforcement agencies—generally, information about a U.S. person collected by an
intelligence agency may not be used in evidence in any proceeding against that U.S. person.®®

B. CASESTUDY OF A FRENCH MLA REQUESTTO THE U.S.

The French/US. MLAT, art. 2 dcsignatcs the central authority through which requests must be
transmitted. In the U.S., this authority is the Actorney General and in France, the Ministry of Justice.
As discussed above, when the investigating authorities realise that thcy need evidence located in
the US.,, the French authority has to prepare an MLA request. Oncean MLA request is prcparcd, itis
submitted to the French Ministry of Justice. That request is then sent to the US. Office of
International Aftairs (“the OIA”) at the Department of Justice,” who screens the request to ensure

¥ Ministere de la Justice, “Direction des affaires criminelles et des graces: Circulaire-mémento L'entraide pénalc
internationale” (2004).

K Répertoire de droit pénal et de procédure pénale (n 45) § 271.

® United Nations Commission on Crime Prevention & Criminal Justice, Requesting Mutual Legal Assistance in
Criminal Matters from G8 Countries: A Step-by-Step Guide (12 April 2011) 59. Accessible online at
<https://www.coc.int/T/dghl/standardsctting/ pe-oc/PCOC_documents/8_MLA%20step-by-

step_ CN152011_CRP.6_cV1182196.pdf>, accessed 17 September 2016.

¢! United Nations Commission on Crime Prevention & Criminal Justice (n 60) 56. For the U.S,, see specifically,
28US.C.§1782and 18 US.C.§ 3512.

% Electronic Communications Privacy Act 1986 (18 US.C.§ 2510 et seq.).

% President’s Review Group on Intelligence & Communications Technologies (n 49) 228.

“Woods (n 6) 6.

% Peter Swire, “How chhnology is Prompting US/EU Tension on Mutual chal Assistance” (Emory Law
School Thrower Symposium, Atlanta, Gcorgia, uUsS., Fchruary 2016). A copy of the slides used during this
presentation can be found online at <heep://peterswire.net/speeches_post/technology-prompting-uscu-
tcnsion-mutual-lcgal-assistancc/>, accessed 17 Scptcmhcr 2016.

% ibid,

 Case C-362/14 Schrems v Data Protection Commissioner (Grand Chamber, 6 October 2015). Available online at
<http://curia.curopa.cu/juris/documcnt/documcnt.jsf—?docid:169195&doclang:EN>, accessed 17 Scptcmhcr
2016.

% For more information, sce President’s Review Group on Intc“igcncc & Communications chhnoiogics (n
49) 145.

¥ See the MLAT between France and the U.S., art. 2.



compliancc with constitutional rcquircmcnts,m If needed, the OIA will iterate with the requesting
body to make sure that the format of the request is correct and that it contains all necessary
information.” After an MLA request has been reviewed by OIA, it is generally sent to the US.
Attorncy’s Office in the district where the evidence is located for execution.” Most of the time, the
Assistant U.S. Attorncy in that district needs to apply to the U.S. district court for review and for an
order appointing him or her as a commissioner to execute the forcign thucst.’-3 The magistrate would
rule on the request, and the service providcr would receive a court order to producc the documents.
This court order arrives in the form of a search warrant, although, as noted by Woods, this warrant is
“often without identifying that the warrant is being served in accordance with an MLA [request] and
that the data will be shared with a forcign govcrnmcnt.”m Woods further points out that this lack of
transparency is problematic for individuals and companies since it is “necessary for enabling redress
where abuses of MLA mechanisms occur’™—and that, to have effective privacy protections, “users and
companies ought to know who is requesting their data and for what purposcs.”’-S

Considerable time can pass between the referral from the OIA and receipt of the order by the
service provider.”® Once the requested evidence is obtained by the commissioner (at the U.S. Attorney
Ofﬁ'cc), it is further reviewed and then transmitted back to the OIA and then to the French Minister
of Justice, who will transmit the request back to the investigating authority.

To avoid dclays in the processing of the request due to differences in lcga] systems, investigating
authorities can ask for support from the liaison magistrate. France created this new position in 19937
Liaison magistrates are mostly used by EU countries. As described by]outscn, the liaison magistrate is
an official from one state with—

“spccia] expertise in judicial co-operation who has been postcd in another state, on the
basis of bilateral or multilateral arrangements, in order to increase the speed and
effectiveness of judicial cooperation and facilitate better mutual undcrstanding
between the legal and judicial systems of the States in qucstion.”’-x
In gcncral, liaison magistrates arc “sent to countries with which there is a high number of requests for
mutual assistance, and where differences in legal systems have caused delays.™

Among EU Member States, France has been the most active in sending out liaison magistrates.
Currcntly, in 2016, there are 17 French liaison magistrates in 36 countries (main]y in Europe, but also
in other countries such as Brazil and the U.S.)." There is one French liaison magistrate in the U.S.,
based in \X/ashington DC, who works closcly with the Dcpartmcnt of Justice and ditferent authorities
to facilitate cooperation between France and the US* Reciprocally, there is one U.S. liaison

7 Swire & Hemmings “Mutual Legal Assistance in an Era of Globalized Communications: The Analogy to the
Visa Waiver Program” (n7) 55.

T US. Attomcy’s Manuel, “Criminal Resource  Manual”, 276,  Available online at
<www.justice.gov/usam/criminal-resource-manual-276-treaty-requests>, accessed 17 September 2016.

2 United Nations (n 60) 56.

™ Among the powers granted to the commissioner under U.S. law (28 U.S.C 1782) is the authority to issuc
subpocenas to compel the appearance of a witness to provide testimony or produce documents. See United
Nations (n 60) 56.

"Woods (n6) 3.

®Woods (n6)7.

76 Swire & Hemmings “Mutual Legal Assistance in an Era of Globalized Communications: The Analogy to the
Visa Waiver Program” (n 7) 34.

77 The first French liaison magjstrate was sent in Rome in 1993 (see Arréeé of 1 February 1993 designating the
liaison magjstrate attached to the Ministry of Justice of Italy).

" Joutsen (n51) 17.

7 ibid,

% See “Réunion annuelle des magistracs de liaison” (Ministére de la Justice, 11 January 2016)
<www.justicc.gouv.fr/lc-gardc-dcs-sccaux- 1001 6/rcunion-;mnuc“c-dcs-magistrats-dc-liaison-286 18 hemls,
accessed 17 September 2016.

¥ See “Magistrat de liaison” (Ambassade de France anx Etats-Unis)



magistrate in Paris.™ During the entire MLA process, the investigating authorities can at any moment
work with the liaison magistrate to make sure that the request meets the standards of U.S. law in order
to avoid delays.

The system in the U.S. to request evidence located in a foreign country is very similar to the one
that has just been described—briefly, a local (state or federal) prosecutor will send a request to OIA,
who will then send it to the Minister of Justice in France. Then the request is in principle sent to the
competent prosccutor, who will obtain the requested evidence in accordance with the French Code of
Criminal Procedure rules.

Phases of

THE FRENCH REQUEST FOR MLA

The first acts of investigation begin
after an observation, a complaint,
or a report of criminal activity

!

Investigating
Authorities

Need evidence located in the US

Provides advice and
support for MLA requests
to meet US standards

Department of Justice
The Office of International Affairs at the DoJ screens the request

to ensure compliance with US constitutional protections ‘ l J

U.S. Attorney - FBI

The U.S. Attorney’s office, where the evidence is

located, receives the request for execution French Ministl’y
of Justice

Once the MLA request is prepared the
bureau de I'entraide pénale
internationale submits it to the DoJ

Local Magistrate .

Reviews the request and issues a court order

The court order arrives in the form of a
search warrant compelling the service
provider to produce evidence 2016 - Marie Le Pichon - Suzanne Vergnolle

<htep://frfranceintheus.org/spip.phparticle870>, accessed 17 September 2016.
% The foreign liaison magistrates in France are based in the Service of European & International Affairs. See
Répertoire de droit international Dalloz, 7*“Entraide Judiciaire” 2016, by Bernadette Aubert, § 141.



C.THELACK OF RESOURCES INTHE U.S. TO PROCESS MLA REQUESTS

Multiple factors contribute to the lengthy response time of MLA requests. Among them is a lack of
resources for processing an ever-increasing number of requests. Based on the interviews we have
conducted, there seems to be only one prosecutor in the Northern District of California (the area that
contains Silicon Valley, San Francisco and Oakland) handling every MLA request from all of the
world. This assumption, even if inaccurate, does correspond to the numerous recent reports regarding
the lack of resources in the U.S. allocated to the MLA process.*” According to the Department of
Justice:

“Over the past decade, the number of requests for assistance from forcign authorities

handled by the Criminal Division’s Office of International Affairs ... has increased by

nearly 60 percent, and the number of requests for computer records has increased ten-

fold [however] U.S. Government resources, including personnel and technology, have

not kept pace with this increased demand.™®
From 2007 to 2015, France addressed 500 MLA requests to the U.S. (48 were related to terrorism)
and the U.S. addressed 200 MLA requests to France (37 of which were related to terrorism).® Thus,
there are around 60 to 80 requests per year from France to the U.S.. These numbers are extremely low
considering the global nature of today’s internet services and the fact that communications data are
incrcasing]y stored in other or multip]c countries. In addition, communications are no longcr only
made through traditional national communications services, but through voice or text services of
companies based outside of France, such as Facebook, Google (Grmail, Hangouts, Youtube, etc.), Apple
(Facetime, iMessages), Whatsapp, Viber, Telegram, Signal, ezc. It is well known that these services collect,
store and process a wide range of data that have an impact on the privacy of individuals. Most law
enforcement authorities who need evidence located abroad are balancing the time constraints of an
MLA request with the advancement of the investigation and process. The low number of requests
suggests that this disequilibrium is leading law enforcement authorities to use processes outside

MLAs*

¥ See eg, President’s Review Group on Intelligence & Communications Technologies (n 49) 227-228; Woods
(n 6) 10; and US. Department of Justice, “FY 2016 Presidencs Budge” (2016) 21
<www.justice.gov/sites/default/files/jmd/pages/actachments/2015/02/02/10._criminal _division_crm.pdf>
accessed 17 September 2016.

#U.S. Department of Justice, “FY 2015 Presidenc’s Budget” (2015) 1. Available online at
<www.justicc.gov/sitcs/dcfault/ﬁlcs/jmd/lcgacy/l()14/07/13/mut-lcgal-assist.pdf>, accessed 17 Scptcmbcr
2016.

¥ JO Assemblée nationale, discussion of 28 January 2016, speaker Mme. Jeanine Dubié. To compare, there have
been 950 mutual legal assistance requests since 1998 between France and Marocco: “Dossier De Presse: Visite
de  tavail et damiti¢  au Royaume du Maroc” (Elyséc, 2015).  Available online at
<htetp://www.clysee fr/assets/ Uploads/DP-Visite-de-travail-ct-damiti-au-Royaume-du-Maroc.pdf> accessed 17
September 2016.

% This can include dircctly requesting evidence from the U.S. companies, see Cour de cassation, Crim. 6
November 2013, n.12-87.130, Bull. crim., n217. For comments of the decision sce, eg., Dalloz actualité, 19
November 2013, obs. Fucini; D. 2013. Actu. 2646; ibid. 2826, note Hennion-Jacquet; ibid. Pan. 2014 1742, obs.
Pradel; A/ Pé;m/ 2014 40, note de Combles de Nayves; Procédures 2014 56, obs. Chavent-Leclere; Gaz. Pal 9 tévr.
2014 38, note Fourment. For similar decisions requesting data from companies in France, see, eg, Crim. 22

November 2011, n.11-84.308, Bull. crim.,n.234; Crim. 9 February 2016, n.15-85.070.



IV. ASPECTS OF REFORM FOR INTERNATIONAL CRIMINAL
COOPERATIONAND ASSISTANCE

An examination of the steps rcquircd to access evidence located in a forcign jurisdiction has shown
that the current process is not dcsigncd to rcspond to the time-sensitive nature of the criminal process
system. Waiting months to gain access to evidence can have a mcaningful impacton the success of the
investigation and trial phascs. Any reform of the MLA regimes needs to take into account a variety of
factors and recent dcvclopmcnts to ensure that the system runs cfficicntly, safcguards civil liberties and
does not weaken internet privacy.

This section will discuss in which ways the divcrgcnt lcgal approachcs might have an impact on
compliancc with the laws of different countries. This section will also providc an analysis of recent EU-
U.S. developments related to data protection and MLAs.

A.DIVERGENT LEGAL APPROACHES

In principle, the location of data triggers the application of the law where 7 siz. Thus, U.S. companies
whose servers are in California must comply with U.S. laws (federal and state laws).

Divergent legal approaches can create an impossible situation for these companies. Complying
with one country’s lcga] obligation can lead to a violation of another lcgal system. EU member-state
courts and the CJEU have recognised and enforced their jurisdiction over U.S. companies for several
years."” They have also been enforcing, after choice of law processes, European laws. In every different
arca of law, different rules of choice of law may app]y (see for instance, The Haguc Convention on the
Taking of Evidence Abroad in Civil or Commercial Matters signed on 18 March 1970). In the field of
data protection, there is a trend of EU judges to apply EU laws (the EU directive or their national
laws). In 2015, in the case of Google Spain,™ the CJEU held that Google, a California-based company,
was “established” in Spain within the meaning of the Data Protection Directive” and therefore subject
to Spanish law because it held a commercial office for advcrtising solicitation there. In 2015, in the case
of Weltimmo,” the CJEU went further when considcring that even a minimal real and effective activity
in the territory of a Member State will trigger the application of the law of that Member State.
Accordingly, EU Member States have used the criterion whether the company is activc]y dirccting its
activities towards consumers presentin their own territory.

In the context of cross-border legal cooperation, the fact that an increasing number of judges
outside the U.S. are recognising their jurisdiction over U.S. companices may become a problem when

¥ It is possible to sce a trend in European law and Member State laws. See generally Regulation (EU) 2016/679
of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016]
OJ L119/1. See also in France: CA Paris, 12 February 2016 n.15-08624 (French judge enforces jurisdiction over
Facebook); CA Paris, 12 June 2013, n.13/06106 (French judge enforces jurisdiction and law over Twitter); or in
Belgium: Cour de cassation, I December 2015 n.P. 13.2082. N/1 (Belgium judge enforces jurisdiction and law
over Yahoo!).

% Case C-131/12 Google Spain SL v Agencia Espanola de Proteccion de Datos (AEPD) (Grand Chamber, 13 May
2014). Published in the clectronic Reports of Cases

<http://cur-lcx.curopa.cu/lcgal-contcnt/EN/TXT/ 2uri=CELEX:62012CJ0131>, accessed 17 Scptcmbcr
2016.

¥ Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data [1995] O]
L281/31.

? Case C-230/14 Weltimmo v Nemzeti Adatvédelmi és Informacidszabadsig Hatdsig (Third Chamber, 1 October
2015). Available online at

<http://curia.curopa.cu/juris/document/document jsf?text=&docid=168944&pagelndex=0&doclang=EN&
mode=lst&dir=&occ=tirst&part=1&cid=665869>, accessed 17 September 2016.



companies are faced with conﬂicting lcgal obligations,91 Forinstance,a U.S. providcr that stores data in
the U.S. from the email account of a Bclgian citizen located in Bclgium might be simultancously
required (by Belgian law) and forbidden (by U.S.law)” to produce the true identity of suspected cyber
criminals.” If this sounds hypothetical, it is not. In a case which has taken cight years to prosecute,
Yahoo! (a U.S-based company) has been fined by Belgian courts for refusing to work with the Belgian
police and provide data to the prosecutor in Termonde, a Belgian town. The data requested were
main]y basic subscriber information, which are pcrmittcd to be disclosed under the Electronic
Communications Privacy Act of 1986 (18 U.S.C.§ 2510 ez seq.). However, Yahoo! was also asked for
“any other personal details or information that might lead to the identification of the account user(s),”
which might include content data. The Belgium Supreme Court ruled that the company, “as a
provider of a free webmail service, has a presence on Belgium’s territory, and voluntarily submits to
Belgian law because it actively participates in the economic life in Bclgium.”% The €44,000 fine for
breach of the Belgium Code of Criminal Procedure, art. 42 bis. §2” was therefore valid and applicable.
The Belgium Supreme Court considered that Belgian judges did not exercise non-attributable
extraterritorial jurisdiction.%

In a similar case, Microsoft has been litigating a search warrant issued by a magistrate judgc in the
Southern District of New York. The scarch warrant ordered the company to provide to the U.S.
government emails kept by Microsoft on servers at a data center in the Republic of Ireland”” On 14
July 2016, the Second Circuit Court of Appeals of the U.S. reversed the District Court’s denial of
Microsoft’s previous motion to quash and vacate its order. The Court of Appeals ruled that the Stored
Communications Act “does not authorise a U.S. court to issue and enforce an SCA warrant against

o See, eg, American Chamber of Commerce to the Europcan Union, “AmCham EU Statement on Article
43(a) in the GDPR” (14 September 2015)
<www.amchameu.cu/system/files/position_papers/amcham_position_on_article_43a_gdpr.pdf>, accessed 17
Scptcmbcr 2016; and the Reform Government Surveillance project
<www.reformgovernmentsurveillance.com>, accessed 17 September 2016.

”See Electronic Communications Privacy Act 1986, 18 U.S.C.§ 2510 erseq. For further research on the specifics
of the US. regime and the French regime on the access to data, see the upcoming article “A Mutual chal
Assistance Case Study: The United States and France” by Peter Swire, Justin Hcmmings & Suzanne Vcrgno“c
(forthcoming in Wisconsin International Law Journal).

? Yahoo! (n 87). Sce comments of the decision: Ruben Roex, “La Justice Belge Peur (Enfin) Réclamer
Directement  des  Informations a  Yahoo!  (7endance  Trends, 11~ December — 2015)
<trends.levif.be/economie/ high-tcch/ ia-justicc-bclgc-pcut-cni‘in-rcclamcr-dircctcmcnt-dcs-informations-a-
yahoo/articlc-column-440009.html>, accessed 17 Scptcmbcr 2016; Lars Andersen, “Confirmation of Yahoo
fine for refusing to collaborate with Belgian police” (7he Brussels Times, 2 December 2015)
<www.brussclstimes.com/rss-feed/4617/ confirmation-of-yahoo-sentence-for-refusing-to-collaborate-with-
bclgian-poliCD, accessed 17 Scptcmbcr 2016; and Geert van Calster, “It’s true! Bclgian Suprcmc Court confirms
order for Yahoo! to hand over [P-addresses’ (GAVC Law, 7 December 2015)
<Www.gavclaw.com/20 15/1 2/07/its-truc-bclgian-suprcmc-court-confirms-ordcr-for-yahoo-to-hand-ovcr-ip-
addresses/>, accessed 17 Scptcmbcr 2016.

% Yahoo! (n87) 9.

% The Bclgium Code of Criminal Procedure, art. 42 bis §2 providcs: “When tracking crimes and misdemeanors,
the Public Prosecutor can [...] based on any information in his possession or by means of access to the customer
files of the operator [of an electronic communications network] or of the providcr [of an electronic
communications service| procccd ororder to procccd to: 1. the identification of the subscriber or rcgular user of
an clectronic communications service.”

% Yahoo! (n 87) §9.

7 See In re a warrant to search a certain e=mail account controlled and maintained /}] /Wifro.\‘oﬁ corporation (2014) 15
FiSupde 466. Sce also, Ellen Nakashima, “Microsoft fights U.S. search warrant for customer e-mails held in
overseas  server  (The Washington  Post, 10 June 2014) <www.washingtonpost.com/world/national-
security/microsoft-fights-us-scarch-warrant- for-customer-e-mails-held-in-overseas-
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United States-based service provider for the contents of a customer’s electronic communications
stored on servers located outside of the United States.™

These cxamplcs demonstrate some of the problcms that companies are facing. As the traditional
factor used to trigger the app]ication of law is the location of the dara, companies doing business in
more than one jurisdiction may be faced with conﬂicting obligations. Other factors could be used to
determine the law that applics. For instance, the criterion could be the law of the State where the data

was first recorded, before any transfer or storage.
B.EU-U.S.: RECENT DEVELOPMENTS RELATED TO DATA PROTECTION AND MLAS

As described by De Hert and Papakonstantinou, “[p]olice and judicial cooperation occupy a specific
position in the ficld of data pmtcction.”99 The most recent legal tools developed at the EU-U.S. level
have identified data protection as a fundamental issue in the MLA system. The current opcrational
cha]]cngcs in law enforcement actions do not alter the obligations of the institutions and States to
ensure the safcguarding of fundamental rights in any operating framework of internal and
transnational cooperation in law enforcement or criminal justicc.m”

The Privacy Shicld’s adoption has been an essential element for the transfer of personal data
from the EU to the U.S. At the EU-U.S. level, ewo major recent legal developments have addressed
privacy and data protection issues related to the processing of an MLA request: the reform of EU data
protection rules, including the General Data Protection Regulation (“the GDPR”) and the Umbrella

Agreement that have both been adoptcd in the Spring 2016.
i. Privacy Shield

According to the Data Protection Directive, art. 25(1) the transfer of personal data from Member
States to third countries may take placc only if the third country in question ensures an adcquatc level
ofprotcction. To allow transfer of‘pcrsonal data from the EU to the U.S,, the European Commission
adopted a decision in 2000 called the “Safe Harbour Privacy Principles.”" This decision was
implemented in accordance with the guidance provided by the “Frequently Asked Questions” issued
by the U.S. Department of Commerce. Under this decision, it was considered that the U.S. provided
an “adequate level of protection” for personal data transferred from the EU to organisations
established in the US. However, in Schrems'™ the CJEU declared Commission Decision
2000/520/EC invalid. Since this judgmcnt, debates rcgarding the improvement of the lcgal basis for
the transfer of personal data from the EU to the U.S. have intensified in order to elaborate a new basis
for the transfer of personal data: The Privacy Shield. This new instrument aims to provide a basis,
under the Data Protection Directive, art. 25(2), for the transfer of personal data from the Union to
self-certified organisations in the US. It is based on a system of self-certification by which U.S.
organisations commit to a set of privacy principles issued by the U.S. Department of Commerce.'”
Thus, self-certified organisations in the U.S. will still be able to collect, process and transfer personal

% Microsoft Corporation v United States of America (U.S. Court of Appeals, Second Circuit, Docket No. 14-2985,
14]July 2016) 2016 WL 3770056.

? Paul De Hert & Vagclis Papakonstantinou, “The Police and Criminal Justice Data Protection Directive:
Commentand Analysis” (2012) 22 (6) Computers & Law Magazine of SCL 1, 1.

1% Djrectorate General for Internal Policies, EU Parliament, “The law enforcement challcngcs of cybcrcrimc: are
we really playing catch-up?” (2015) 48.

" Commission Decision 2000/520/EC of 26 July 2000 pursuant to Directive 95/46/EC of the European
Parliament and of the Council on the adcquacy of the protection providcd by the safe harbour privacy principlcs
and related frequently asked questions issued by the US Department of Commerce [2000] O) L215/7.

12 Case C-362/14 Schrems v Data Protection Commissioner (n 67).

13 Commission Implementing Decision pursuant to Directive 95/46/EC of the European Parliament and of
the Council on the adcquacy of the protection providcd by the EU-U.S. Privacy Shield of lZJuly 2016, Annex 11,
C(2016) 4176 final (Brussels, 12 July 2016).



data from the EU to their servers in the U.S. ifthcy are complying with the requirements of the Privacy
Shield. On 12 July 2016, the European Commission formally adopted the Privacy Shield as providing
an adequate level of protection.

If the Privacy Shield is essential for companies transfcrring pcrsonal data from the EU to the
U.S.. it does not provide a basis for international criminal cooperation and cross-border data requests.
The new rule regarding access by third countries’ law enforcement agencies to personal data stored in
the EU was adopted in the General Data Protection Regulation.

ii. Reform of EU data protection rules

The European Parliament has introduced a small section in the GDPR providing that companies
should not always comp]y with requests from courts, tribunals and administrative authorities in non-
EU countries for the personal data of Europeans. Indeed, art. 48 prohibits the transfer of personal data
out of the EU if it is not compliant with a mutual lcga] assistance treaty or an international agreement.
This article provides that—

“[a]ny judgment of a court or tribunal and any decision of an administrative authority

of a third country requiring a controller or processor to transfer or disclose personal

data may Only be rccognizcd or enforceable in any manner if based on an international

agreement, such as a mutual legal assistance treaty, in force between the requesting

third country and the Union or a Member State, without prcjudicc to other grounds

for transfer pursuant to this Chaprer.”
Thus, this article considers that the requests outside of an MLAT process or similar agreement does
not providc sufficient safcguards for data protection. Itis worth noting that this provision appears only
to apply to judgmcnts. Indeed, companies that voluntarily transfer data out of the EU in response to a
law enforcement request do not seem affected by this article. International and European companies
have lobbicd against art. 48104 According to the Industry Coalition for Data Protection, companies
may “be ordered by a court in one jurisdiction to hand over the data of EU citizens, but forbidden by
the [GDPR] to comply”'” Thus, this provision could lead to significant conflict of law issues in multi-
jurisdictional proceedings or enforcement actions.' Also, the fact that the provision is in the GDPR
and not in the spcciﬁc directive rcgarding law enforcement issues has been criticised.'” Indeed, ch. V

""" Sce eg, European Data Coalition, “Re: International data transfers” (24  August 2015)

<Www.curopcandatacoalition.eu/Wp-contcnt/uploads/ZO 1 5/06/Coalition-rcaction-on-Ch-V}pdﬁ, accessed
17 Scptcmbcr 2016; and Neil Ford, “Europcan Data Coalition lobbies against GDPR Article 43a - the ‘Anti-
FISA’ clause™ (/T Governance, 3 September 2015) <www.itgovernance.cu/blog/ curopean-data-coalition-lobbies-
against—gdpr-articlc-/}}a-thc-anti-fisa-clausc/>, accessed 17 Scptcmbcr 2016.

15 See, eg, David Meyer, “Industry Issues Plea Over Data Reform™ (Politico, 27 August 2015)
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of this proposa] providcs spccific rules for the transfer of pcrsona] data to third countries or

international organisations.
iii. Umbrella Agreement
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“put in placc a comprchcnsivc high-lcvcl data protection framework for EU-U.S. law enforcement
coopcration.”112

The agreement is not yet in effect and additional procedural steps are needed to finalise the
agreement, including the approval of the Europcan Parliament.!”® The rclationship beeween the
Umbrella Agreement and the subsequent legal bases for transfers between the EU and the U.S. will be
a crucial component of data sharing, and its implications remain unclear.!™ Since the draft of the
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V.CONCLUSION

The MLA system providcs a mechanism for law enforcement authorities to obtain evidence outside of
their borders, but there is room for improvement. Rcforming the existing but malfunctioning MLA
process appears essential and critical. Indeed, access to evidence is a time-sensitive issue for not only the
so]ving and prevention of crimes but also as part of the individual’s right to a fair trial. This article
providcd a review of the French criminal system as an cxamplc of a mature EU lcgal system. It also
illustrated that each lcga] system maintains different checks and balances that have to be carcfully
considered in rcforming any multilateral lcgal cooperation. A reform of the MLA regimes thus need
to take into account the broader picture of the lcgal systems in placc in different countries. As
discussed in this article, there is a need to increase and specialise the staffing related to MLA issues.
There is also a need to ensure that MLA requests are generated and processed as cfficiently and
securely as possible and in a way that respects international civil liberties and human rights. Betcer
transparency of the receipt and processing of MLA requests emerges as a key issue not only to monitor
the rcgimc’s pcrformancc butasa safcguard for individuals.

Further research is still needed on the substantive standards to highlight the difficult issues at
stake and to complcmcnt the proccdural standards set forth here. In the absence of a strong lcgal
framework dcaling in an efficient and cxpcdicnt way with cross-border data requests, law enforcement
agencies have been using practices and policies outside the traditional international legal process,'
wcakcning both privacy and data protection.
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